Lab 1: Password Cracking Tools
While doing this lab I learned how Cain & Abel works. How to make sure PWdump7 is working and doing its job. How to brute a hash and to detect the rootkit.
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Lab 2: Application Data - Establish Host Security
Learned how to establish a way to look over your pc and to secure it.
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2. Question Actioned

Item completed: 11/10/2019 03:14
Value: 1
Answer: Spyware

@

PASS

3. Question Actioned

Item completed: 11/10/2019 03:17
Value: 1

Answer.

Secretly collects information about users

Negatively affects availably

Negatively affects confidentiality

Tracking cookies and browser history can be used by spyware
Itis greyware

%

PASS

4. Question Actioned

Item completed: 11/10/2019 03:16
Value: 1

Answer.

Disable Adobe Flash
Anti-malware programs

Use a browser add-on

@

PASS
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5. Question Actioned

Item completed: 11/10/2019 03:16
Value: 1
Answer: Threat vectors

%

PASS

6. Question Actioned

Item completed: 11/10/2019 03:17
Value: 1
Answer: Logic bomb

@)

PASS




image2.png
Screenshot Actioned

Item completed: 11/10/2019 02:36
Value: 0
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Actioned

2. Question

Item completed: 11/10/2019 02:36
Value: 1
Answer: Rootkits

@

PASS

3. Question Actioned

Item completed: 11/10/2019 02:36
Value: 1

Answer.

Brute force attack

Dictionary attack

Hybrid attack

Birthday attack

Rainbow table

%

PASS

4. Question Actioned

Item completed: 11/10/2019 02:37
Value: 1
Answer: Passwords

%

PASS
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5. Questi

Item completed: 11/10/2019 02:37
Value: 1

Answer.

Credential management

Group policy

Password complexity
Password expiration

Account recovery

@

PASS
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1. Screenshot

Item completed: 11/10/2019 03:12
Value: 0
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